») Parlance®

VM Environments

solutions > security > vm environments

Parlance gives customers the option to host Parlance voice-enabled call routing service units in their virtual machine
environments. Consistent with our managed service approach, Parlance sources, pre-configures, delivers, and maintains the
service unit VM. Parlance remotely monitors and communicates with the service unit through a secure service connection.
Parlance streamlines the management and operation of your call handling services to ensure every caller receives
immediate access, enable uninterrupted availability, continuously optimize performance, and reduce operational costs.

For customers that are considering hosting Parlance service units in their virtual machine environments, please note the
following sections.

Virtual Host Requirements

Parlance supports the deployment of voice-enabled call routing service units into Microsoft Hyper-V and VMware
vSphere virtual machine environments. Parlance service unit VMs require the following minimum resources:

-> Support for 64-bit Windows Server 2022 operating system
-> Assignment of 4 CPU cores to the VM

-> Assignment of 32GB of RAM

=> Minimum 250GB hard drive

-> Provision of a single network port

Service Unit VM Configuration Process

1. Customer communicates details regarding the virtual machine environment to which Parlance will deploy service
unit VMs

2. Parlance provisions, configures, and verifies the integrity of the service unit VM in our lab

3. Once the service unit VM has been verified, Parlance will package it up for delivery. We can either make it available
for download in our SFTP environment, or deliver it to the customer using a secure method.

4. Once the service unit VM is deployed and accessible, Parlance verifies the secure service connection



Network & Firewall Requirements

Service units require allowed outbound HTTPS (TCP 443) to the following endpoints:

-> api-prod.parlancecloud.ai — Parlance platform services

-> kv-parlance-sus-prod.vault.azure.net — Secure key vault

-> login.microsoftonline.com — Authentication

-> api.us-east.text-to-speech.watson.cloud.ibm.com — FAQ voice synthesis

-> jam.cloud.ibm.com — IBM authentication
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